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Abstract. In this paper we present the design of a full encryptor/decryptor core
for AES algorithm which fits in single-chip FPGA. Our design performs
encryption, decryption and key scheduling. To increase performance, a
pipelined architecture is being proposed. In addition, several modifications to
standard AES algorithm’s formulations have introduced that allow us to obtain
a significant reduction in the total number of computations and the path delay
associated to them. Two approaches have been followed to implement the most
costly step of AES, multiplicative inverse in GF(28). The first approach uses
pre-computed values stored in a lookup table. The second approach simplifies
computations to reduce memory requirements at the cost of increasing time.
The obtained results indicate that both designs are competitive with the fastest
complete AES FGPA core implementation reported to date. Our first approach
requires up to 11.8% less CLB slices, 21.5% less BRAMs and yields up to
18.5% higher throughput than the fastest one.

1. Introduction
Recently, Rijndael block cipher algorithm was chosen by NIST as the new
Advanced Encryption Standard (AES) [2, 13]. Rijndael is a block cipher that can
process blocks of 128, 192 and 256 bits and keys of the same lengths, but for the
official AES version, the only legal block length is 128 bits.
FPGA AES implementations are attractive since costs of VLSI design and
fabrication can be reduced. However, AES hardware implementation poses a
challenge since encryption and decryption processes are not completely symmetrical
[2, 7, 13]. Designing separated architectures for encryption and decryption processes
would imply the allocation of a large amount of FPGA resources. Designs reported in
[3, 4, 5] have considered only the encryption part of AES. Only a single FPGA
implementation of a full encryptor/decryptor AES core has been reported yet [9].
Performance results for these designs are broadly variable; they range from 300
Mbit/s to 3.2 Gbit/s, approximately.
In this paper, we describe a fully pipelined AES implementation core for an FPGA
device. It is a complete encryptor/decryptor core for which encryption, decryption and
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key scheduling work efficiently. We propose two approaches to implement
multiplicative inverse for GF(28 ) which is the most costly operation of AES. The first
design use pre-computed values through a lookup table requiring fast memory access
to obtain a good throughput. The second approach eliminates memory requirements at
the cost of more FPGA resources. Obtained results show that both designs are
competitive with the previous full AES core reported in [9].
In Section 2, AES algorithm is briefly described. Several transformations to AES
algorithm’s expressions, incorporated to gain performance in hardware, are explained
in detail in Section 3. In Section 4, we discuss a three-stage computation to calculate
multiplicative inverse in the finite field GF(28 ). In Section 5, the FPGA
implementation of a fully pipelined AES algorithm is presented and performance
results are provided. Concluding remarks are presented at the end.

2. The AES algorithm
The AES cipher treats the input 128-bit block as a group of 16 bytes organized in a
4×4 matrix called State matrix. Fig. 1 depicts the AES cipher algorithm flow for
encrypting one block of input data utilizing a given user key.

Figure 1. Basic AES encryption flow.

The algorithm consists of an initial transformation, followed by a main loop where
nine iterations called rounds are executed. Each round is composed of a sequence of
four transformations: Byte Substitution (BS), ShiftRows (SR), MixColumns (MC)
and AddRoundKey (ARK). For each round of the main loop, a round key is derived
from the original key through a process called Key Scheduling. Finally, a last round
consisting of three transformations, BS, SR and ARK, is executed. The AES
decryption algorithm operates similarly by applying the inverse of all the
transformations described above in reverse order. In the rest of this section we will
briefly describe the four AES round transformations BS, SR, MC and ARK.
In ByteSubstitution (BS), Each input byte of the State matrix is independently
replaced by another byte from a look-up table called S-box. The AES S-box is a 256entry table composed of two transformations: First each input byte is replaced with its
multiplicative inverse in GF(28 ) with the element {00} being mapped onto itself;
followed by an affine transformation over GF(2) [2, 13]. For decryption, inverse Sbox is obtained by applying inverse affine transformation followed by multiplicative
inversion in GF(28 ) [13]. ShiftRows (SR): is a cyclic shift operation where each row is
rotated cyclically to the left using 0,1,2 and 3-byte offset for encryption while for
decryption, rotation is applied to the right. In MixColums(MC) transformation, each
column of the State matrix is multiplied by a constant fixed matrix as follows,
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Similarly, for the decryption, we compute Inverse MixColumns, by multiplying
each column of the State matrix by a constant fixed matrix as shown below
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Finally, in the AddRoundKey (ARK), the output of MC is XOR-ed with the
corresponding round sub-key derived from the user key. The ARK step is essentially
the same for the AES encryption and decryption processes.

3. Novel Computational Expressions for Implementing AES on
FPGA Devices
In this section, we introduce some novel techniques for implementing AES
algorithm on FPGA devices. The three main AES algorithms, key schedule,
encryption and decryption, are considered for optimization. Our optimization criteria
are mainly based on three main factors: To maximize path delay reductions,
reutilization of pre-computed blocks and to exploit the full resources of the target
device. In addition, we have tried to use 4-input logic gates wherever is possible,
since it has been demonstrated good use of CLBs .
3.1 AES algorithm optimizations
S-box and Inverse S-box implementation. S-box and the inverse S-box are
required to compute BS step of AES. Both may be computed by implementing the
affine (AF) and inverse affine (IAF) transformations together with a look-up table for
Multiplicative Inverse (MI). In this way, the combination MI + AF provides S-box for
encryption, while IAF + MI computes the Inverse S-box needed for decryption. To
use only one MI module, a multiplexer is used to switch the data path for
encryption/decryption, as shown in Fig. 2. Two approaches to implement MI are
discussed in Section 4.
SR and ISR Implementation: These steps do not require FPGA resources as they
can be imple mented by rewiring. For the sake of symmetry, ISR step is embedded
into IAF while SR and AF steps are joined together.
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Figure 2. S-box and inverse S-box implementation.
MC and IMC Implementation: We review these two transformations in deep.
Encryption’s MC can be efficiently computed by using only 3 steps [1]: a sum step, a
doubling step and a final sum step. Further optimization consists on embedding ARK
step to fully exploit the 4-input FPGA slice resources. Let the elements of State
matrix’s column one be a[0], a[1], a[2] , a[3], and let k[0], k[1], k[2] and k[3]
represent the first four bytes of a key block, then the transformed matrix (MC + ARK)
column a'[0], a'[1], a'[2] and a'[3] can be efficently obtained as shown in Table 1.
Table 1. The modified MC expression with ARK.
Step 1
Step 2
Step 3
v = a[1] ⊕ a[2] ⊕ a[3] xt0 = xtime (a[0]) a ′[0] = k [0] ⊕ v ⊕ xt o ⊕ xt1

v = a[0] ⊕ a[2] ⊕ a[3]
v = a[0] ⊕ a[1] ⊕ a[3]
v = a[0] ⊕ a[1] ⊕ a[2]

xt1 = xtime (a[1])

a ′[1] = k [1] ⊕ v ⊕ xt1 ⊕ xt2

xt3 = xtime (a[3])

a ′[3] = k [3] ⊕ v ⊕ xt 3 ⊕ xt 0

xt2 = xtime (a[2])

a ′[2] = k [2] ⊕ v ⊕ xt 2 ⊕ xt3

Here xtime(v) represents the finite field multiplication of 02 × v , where 02 stands
for the constant polynomial x in GF(28 ). Note that computations in the same column
can be performed in parallel.
The same strategy applied above for MC would yield up to seven steps to compute
IMC (four sum steps and three doubling steps). The difference is due to the fact that
coefficients in equation (2) have a higher Hamming weight than the ones in equation
(1). In order to overcome this drawback we use the strategy depicted in Table 2 where
IMC manipulation is re-structured and seven steps are cut to five steps with an
additional step to include IARK.
Table 2. The modified IMC expression with IARK.
Step 2
Step 3
Step 4
Step 5
t = a [0]⊕ a[1] ⊕ a[2] ⊕ a [3]
Ste u = xtime(u )
t′ = t ⊕ u
u = s′0 ⊕ s1′ ⊕ s′2 ⊕ s′3
Step 6
Step 1

s0 = xtime(a [0])
s1 = xtime(a[1])

s2 = xtime(a[2])
s3 = xtime(a[3])

s′0 = xtime(s0 )
s′1 = xtime(s1 )

s′2 = xtime(s2 )
s′3 = xtime(s3 )

v = s0 ⊕ s1 ⊕ s′0 ⊕ s′2
v = s1 ⊕ s2 ⊕ s1′ ⊕ s3′

a′[0] = a[0 ]⊕ t′ ⊕ v ⊕ k [0]
a′[1] = a[1] ⊕ t ′ ⊕ v ⊕ k [1]

v = s2 ⊕ s3 ⊕ s′0 ⊕ s′2

a′[2 ] = a [2] ⊕ t ′ ⊕ v ⊕ k [2]

v = s3 ⊕ s0 ⊕ s1′ ⊕ s3′

a′[3] = a[3]⊕ t′ ⊕ v ⊕ k [3]
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5

ARK Implementation: As explained above, ARK step is embedded into the MC
transformation. For final round (Round 10), MC and IMC steps are not executed,
therefore, a separated implementation of ARK step is made.
The ideas discussed in this section can be implemented as shown in Fig. 3, where
the block-diagram represents the proposed architecture for implementing the AES
encryption/decryption processes on FPGA devices.
E/D

IN

AF
SR

MC
ARK

MI
ISR
IAF

E/D

OUT

IMC
IARK

Figure 3. AES algorithm encryptor/decryptor implementation.
The proposed datapath for encryption and decryption can be as follows:
Encryption: MI+AF+ SR+MC+ARK
Decryption: ISR+IAF+MI+IMC+IARK
3.2 Key Schedule Optimization
The original user key consists of 128 bits arranged as a 4 x 4 matrix of bytes.
Let w[0] , w[1] , w[2] , and w[3] be the four columns of the original key. Then, those
four columns can be recursively expanded to obtain 40 more columns, as follows: Let
the columns up to w[i − 1] have been defined then,


w[i ] = 


w[i − 4] ⊕ w[i − 1]

if i mod 4 ≠ 0

w[i − 4] ⊕ T (w[i − 1])

(3)

otherwise

Where T (w[i − 1]) is a non-linear transformation based on the application of the S-box
to the four bytes of the column, an additional cyclic rotation of the bytes within the
column and the addition of a round constant (rcon) for symmetry elimination [2]. Let
k0 , k 4 , k 8 , k12 , k1 , k5 , k 9 , k13 , k 2 , k 6 , k10 , k14 and k3 , k 7 , k11 , k15 be the first four column s

[

] [

] [

]

[

]

of the key. By combining and parallelizing expressions, the first column of the new
key [k ′0 , k4′ , k8′ , k12′ ] can be calculated as shown in Table 3.
Table 3. Modified expressions for key schedule.

Step 1

k ′0 = k0 ⊕ Sbox(k13 ) ⊕ rcon

Step 2
k ′4 = k4 ⊕ k′0
k8′ = k4 ⊕ k8 ⊕ k0′
k12
′ = k 4. ⊕ k8 ⊕ k12 ⊕ k′0
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Sbox(k 13) refers to the data obtain by substituting k 13. The same process is used for calculating
other 3 columns of the new key. In the same manner, next nine keys are obtained.

4. AES S-Box Design Based on Composite Field Techniques
The most costly operation in the BS transformation described in section 2.1, is the
computation of the inverse multiplicative of a byte in the Finite field GF(28 ) defined
by the AES cipher. In an effort to reduce the costs associated to this operation, several
authors have designed AES S-Box designs based on the composite field technique
reported first in [10, 11, 12]. That technique uses a three-stage strategy: Map the
element A∈ GF ( 28 ) to a composite field F using a isomorphism function δ.
Compute the multiplicative inverse over the field F and finally map the computations
results back to the original field.
In [6] an efficient method to compute the inverse multiplicative based on Fermat’s
little theorem was outlined. That method is useful because it allows us to compute the
multiplicative inverse over a composite field GF((2m )n ) as a combination of
operations over the ground field GF(2m ). It is based on the following theorem:
Theorem [7,12]: The multiplicative inverse of an element A of the composite field
GF((2n )m ), A ≠ 0, can be computed by

( )

A −1 = A r

−1

A r −1 mod P( x ),

( )

Where A r ∈ GF 2 n and r =

2nm − 1
2 n −1

( 4)

An important observation of the above theorem is that the element Ar belongs to
the ground field GF(2n ). This remarkable characteristic can be exploited to obtain an
efficient implementation of the inverse multiplicative over the composite field. By
selecting m =4 and n = 2 in the above theorem we obtain r = 17 and,

( )

−1

( )

−1

A− 1 = A r ⋅ Ar −1 = A17 ⋅ A16
(5)
In the case of AES, it is possible to construct a suitable composite field F, by
using two degree-two extensions based on the following irreducible polynomials [10]:

( )

F1 = GF 2 2 :
P0 ( x ) = x 2 + x + 1
F2 = GF (( 2 2 ) 2 ) :
P1 ( y ) = y 2 + y + φ
(6)
2 2 2
2
F3 = GF ((( 2 ) ) ) : P2 ( z ) = z + z + λ
where ϕ = {10}2 , λ = {1100}2 .
The inverse multiplicative over the composite field F2 defined in the equation (6),
can be found as follows. Let A ∈ F2 = GF((22 )2 ) be defined in polynomial basis as A =
AH y + AL, and let the the Galois field F1 , F2 , and F3 be defined as shown in equation
(5). Then it can be shown that
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A16 = AH y + ( AH + AL );

(

7

)

(7)
16
2
16
A17 = A16 ⋅ A = 0 ⋅ y + λ A16
H AH + AL AL = λAH + AL AL
Fig. 4 depicts the block-diagram to the three-stage inverse multiplier represented
by equations (5) and (7). The circuits shown in Fig. 4 and Fig. 5 present a gate-level
imple mentation of the aforementioned strategy.

Figure 4. Three-stage strategy to compute multiplicative inverse in composite fields.

As we explained above, in order to obtain the multiplicative inverse of the
element A ∈ F = GF(28 ), we first map A to its equivalent representation (AH , AL) in
the isomorphic field F2 = GF((22 )2 ) using the isomorphism δ (and its corresponding
inverse δ-1 ) given by [10]:
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(8)

In order to map a given element A from the finite field F to its isomorphic
composite field F2 and vice versa, we only need to compute the matrix mu ltiplication
of the said element A, by the isomorphic functions shown in equation (8) After the
transformation of the element A. Notice also that that taking advantage of the fact that

( )

A17 is an element of F2 , the final operation A17

−1

⋅ A16 of equation (7), can be easily

computed with further gate reduction. Last stage of the algorithm consists of mapping
the computed value in the composite field, back to the field F = GF(28 ).

5. Performance Results
To achieve high throughput, we have designed a pipelined architecture for AES
as it is shown in Fig. 7. Eleven AES rounds have been unrolled to state a stage of the
pipeline design. The design is symmetric in the sense that the same steps used for
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encryption are re-used for decryption. The corresponding round-keys for encryption
or decryption are generated from de input key accordingly eleven stages of the
pipeline. Each stage is clock triggered and data is transferred to next stage at the
rising-edge of the clock. The data blocks are accepted at each clock cycle and then
after 11 cycles, output encrypted/decrypted blocks appear at the output at consecutive
clock cycles.

Figure 5. GF((22 )2 ) and GF(22 ) multipliers

Figure 6. Gate-level implementation for X2 and λX
AES memory requirements could be too high, especially for a pipeline design
approach. To overcome this requirement, the design is implemented on a XCV2600E
Xilinx Virtex-E. The Virtex and Virtex-E family of devices contains more than 280
BRAMs which are well suited for fast memory access [14]. A dual port BRAM can
be configured into two single port BRAMs with independent data access. We also
used Xilinx Foundation Series F4.1i for design entry, verification and synthesis.
Both approaches to implement MI, previously discused, follow the same pipeline
architecture. The first design uses 43 BRAMs (43%) used for MI and occupies 386
I/O Blocks (48%) and 5677 slices (22.3%). The system runs at 30 MHz and data is
processed at 3840 Mbits/s. The second des ign, three-stage MI computation, occupies
13416 CLB slices (52%) and 386 I/O Blocks(48%); no BRAMs are required here.
The allowed system frequency is 24.5 MHz and the design achieves a throughput of
3136 Mbits/s. Table 4 details the total area required for each block shown in Figure
3.
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9

OUT

Figure 7. Pipeline approach for 128 bit AES Encryption/decryption
McLoone and J.V. McCanny [9] have reported an encryptor/decryptor core in
FPGAs. It was implemented on a VirtexE XCV3200 FPGA device, uses 7576 CLB
slices, 102 BRAMs and achieves a throughput of 3239 Mbits/s. The design uses same
BRAMs for encryption/decryption and consumes 256 cycles to prepare BRAMs for
encryption or decryption. The design also occupies 20 BRAMs for key scheduling. To
the best of our knowledge, the design in [9] had been the best encryptor/decryptor
AES core design for FPGA. Our first design compared with McLoone’s has reduced
the area requirements up to 11.8% while the expected throughput has been increased
more than 18.5%. For the second des ign, area requirements are high but throughput is
competitive with [9]. An advantage of this design could be that portability is possible
since it does not uses BRAMs.
Table 4: Summary of features for AES encryptor/decryptor cores.
BLOCK
KeyBlock
MI (10 rounds)
SR
AF (10 rounds )
IAF (10 rounds)
MC + ARK (combined) (9 rounds)
IMC + IARK (combined) (9 rounds)
ARK (1st + last round)
Misc. (Timing + I/O registers etc.)
TOTAL
Throughput (Mbits/s)
Throughput/Area (Mbits/s/Slices)

6.

E/D GF(28)
CLB
SLICES
1278
(80 BRAMS)
-----800
640
1368
2088
128
374
6676 +
(80 BRAMs)
3840
0.58

E/D GF(24)
CLB
SLICES
1278
6676
-----800
640
1368
2088
128
438
13416
(NO BRAMs)
3136
0.24

Conclusions

We have presented two AES encryptor/decrypt core designs following a pipelined
architecture. Both designs take advantage of using only one S-box (to compute
multiplicative inverse). The difference lies in the implementation of MI. In the first
design, 80 BRAMs are utilized for MI pre-computed values. In the second design, a
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three-stage architecture has been adopted for MI where calculations are made in
GF(24 )2 and GF(22 )2 )2 instead of GF(28 ). The goal was to reduce memory
requirements as less as possible, then this design does not require BRAMs. The
encryptor/decryptor starts reporting results only after 11 cycles needed to latch the
round keys. We have re-organized MC and IMC computations to reduce data-path
and to take advantage of four-input/one-output organization of CLBs. The ARK step
has been embedded with MC and IMC step to enhance the timing performance.
Our designs have been implemented on Virtex-E family of devices (XCV2600)
using Xilinx Foundation Series F4.1i. Our results have shown competetive behavior
compared to the only full AES FPGA encryptor/decryptor known core. In the first
design, we have outperformed design reported in [10]. The second design can be
implemented on any FPGA family of devices. Future work includes extending the
design for variable key and block lengths for AES algorithm.
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